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Ronde r
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Z : z Z
32 bit P-box,

16 bit output
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16 bit
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l ¥
key:

"4 sleutals

Hussel de key

Ma 8 keys de sleutel husselen

@ XOR operatie

b1 =als r = 16 dan S-box; anders S-box,
b2 = als r = 16 dan 5-boxs anders S-boxz
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co - J?

>9G SVOWBW &&Ql /4 Cl12. C1C++3C+/ C3, C4. C1,- Cl14+C+10C.+ C130C141C+4
1C+0/ C21J?

>9G SVOWVW &&Ql +1Cl14/ C.. C1+Cl13C+. C144C2C+,3 C3+C0+C++/ Cl12C, C2,
c2. J?

>9G SVOWVW &&Ql 12C1/. C20C/3 C1,2 C133C++2C102C1., C143Cl1. C++- C1+
/ C1. C+00C12, J?

>9G SVOWVW &&Ql 0. Cl0+C110C1.0 C22C+0+C24C++, C1-/ Cl+1Cl1/ C, C+20
C-2 C11+C+2- J?

>9G SVOWM, W &&Ql 00C+03C++. C.- C+,4 Cl42C+1, C31C++0C4- C++4C10- C.
Cl4. C1+. C+21J?

>9G SVOWM1W &&Ql 13, C1,. C122C1 Cl-+ C1/- C42C111C0/ C132C23C1,1 C+1
/ C1/0 C+0- C43J?

>9G SVOWM+W && QI +,/ C C1 C+3C10Cl1-4 C3C40C+44Cl14, C13. C1./ C+0. C1+
-Cl+2C3 J?

>9G SVOWMOW &&Ql 1.- C1.3 C+2+C10. C.0 C14- C1,, C121C+40C+22C1+, C+-C
11, C34C+,+ C1/l J?

>9G SVOWM2W &&Ql +, Cl,+C, C+1 C+12C4+C-0C1,3 C1-- Cl10/ C+0, C1-2 C1
.2 C++1C103C1237J?

>9G SVOWM4W && QI 131C10, C+1. C2 C/ C- C++Cl113C32C11- C41C.1 C134C
4C+4C0J?

& *& >9G S?
P

*G%< $* < L S 1J:

>)G S && QI1J?

>)GSV,W &&Ql +0C Cl-Cl, C+C+4C+1C13C+, COCL+C+2Cl11Q0, C. C12C, C++C4
C2C+- C10C14C- CO1C1C3C1. C+. CH+/ C1/ C+3J?

>)GS VIW && QI +C2C13CAC1/ C11C. C, C+- C+/ C+3C1. C- C1C1+C/ C+, C3C+1C+.
C0, C0C1, C1oC+2C++C14Cc+0C01C+4C12C1- J?

>)GS V+W &&Ql 11Cl14C+- C. C1+C+ C+1C01C13C0C, C+4C+2C0, C1/ Cl2C1C+3C
+C/ C1- C+0CAC2C+. C- C10C++C1. C+, C3C1, J?

>)GS VOW &&Ql 14Cl11C+3Cl1- C10C+- C0, COC+. C1, C1/ C13C+2C1C+0CAC-C, C1
+C+, C+/ C. CO1C++C+C12C2C+4C+1C3C/ C1. J?

>)GS V2W &&Ql . C+. C+/ C1/ C+0Cl1, C3C0C12C10C+- C+Cl1- C+, C-C11c4AC2C+2C
13C0, C1+C1Cl. C+4C++C, C14C+3C+1C/ C01J?

)



>)GS VAW && QI 0, C+C+2C14C+3C. CO1C4ACL0C1/ C+1C C1- C2C12C. CL, C+. CL
+C11C0C, C1C+0C+4C3C- C++C+, C+/ C13C+- J?

>)GS VAW && QI  +3ClO0CLl1C3C+. C+/ C14C1/ C. C13CAC2C01C+C Cl- C, C1+Cl12C
0, C+1C++C+4C0C+0C+- C/ C1, C1C+2CL1. C+, J?

>)GS V-W && QI 13C C+. C. C2C+, C12C/ C1. C1/ C1+COCH Cl14C, C+2C+- CACLCH
3C++C+Cl1- C3C+1C01C1, C+4C+0Cl0CO, C11J?

>GS VIW && QI +3C0C C+1C13C+0C, C+4C1+C+, C/ C01C0, C3C+C+/ C11C. C1C4
C10C12Cl1. C1, C2C1- C+2C+. C14C++C1/ C+- J?

>)GS V.W &&QI 1C+3C11C1- C+2C, C01Cl. COC+4C C12C1+CAC+H+C+- C+. C+, C+
/ C14C1/ C+C. C+0C13C2C1, C+100, C- C10C3J7?

>GS VL, W &&Ql +. C+C+, C1, C- C+0C1l/ CAC+3C12C/ C+4C++C, C. Cl11C1c13coC
2C10Q0, C+2C1+C+- C14C1. C+1C+/ Cc3C01Ct- J?

>)G S V11IW && Ql  +0CAC+. C++C2C+2C+4C3C1+C+- C1C1/ C1- CO1C+, COC. C1. 1
4C+/ C12C, C+1C0, C+C C11C- C+3C1, C13C10J7?

>)G S VI+W &&Ql 1. C+3C0C0, C- C+/ C++C1C3C+0C/ C1/ C+2C14C1+C12C+4Cl- C
2C+- CACH, C, CO1C+C11C13C. C10C1, C+. C+1J?

>)G S VIOW &&Ql 3Cl4Cl1C C0C01C1C, C+OC+ C+3C+C13Cl- C2C10C+, C+4C0,
Cl. C+. ¢ C+- C12C1, C1/ C. C+2C+1C1+CACH+I?

>)GS VI2W &&Ql  +- Cl4C+, C1. C0, C+2C01C0C1/ C11C+. C+/ C1+CAC+0OC13C- C.
C+3C/ C++C10C12C+4C+C1, C+1C2C1C3C1- C, J?

>)G S V14W && Ql  +2C01C+, C3C11Cl. C14C0, C. C1+C+3C+. C+/ C+0Cl1/ C, C2C/ C
+1C4C13C+C+4COC++C+- C12C1, C1C1- G- C10J?

>)G S VI3W &&Ql 0C2C+. C3C+4C. C1C- C1, C+, C+3C13C0, C12C1/ CAC+H+CL+CH/
C+- C1- C+1C/ C+2C14C1. C10C+C+0C, C11C01J?

>)GS V1I-W &&QlI 13C+C01C+4C+. €0, C1C3C10C. C+ C2C1+Cl1/ C12C-C1, Cl1- C+
, Cl. C11C14CAC+1C+- C, COC++C+3C/ C+2C+0J?

> GS VI/W &&Ql 4Cl. C-Cl12C, C11C1/ C+2C1- C. C+. C01C+0C13C+- C1C0, C+, C
+/ C14C1, C10C+3C2C1+C/ C3C+4C+1C+COCH++J?

> GS VL W &&QlI O0C+ Cl, C. C, Cl/ C1C+1C3Cl- C13C++C+4Cl4C- C2C+ CL+C+2
CO, C+CAC10C+- ¢/ C+3C11C12C01 CH, C1. C+0J?

>)GS V+, W &&Ql +/ COC- C10C14C+0C1C++Cl. C3C+- C12C01C+4C2CACH+3C. C+C
+. ¢/ C1- C+, C1, C1/ C, C0, C11C13CL1+C+2C+1J?

>)G S V+1W && Ql  +- CO1C+H/ Cl- C. C1C/ C10C12C11C+3C+0C0C+H+C- C+2C+C2C1L.
C+, Cl4C+1C1/ C, C+4C13CAC+. (0, C1, C1+C3J?

>)G S V++W  && QI +0C2C- COC+, C10C3C+1C13C+4C11C+- C1C, C12CAC+C+. C+2C
1, C++C+/ Cl. C1- C+3C14C01C1+C0, C1/ ¢/ C. J?

>)GS V+OW && QI 2C1C+Cl4C0, C1, C+, C+3CL. C+4C1- C+. COC+ C+1C10C. C3C+
+CACL1C+- C+0C12C1+C, C13Cl/ C01C/ C- C+2J?

>)G S V+2W && Ql  2Cl. C- C14Cl2C+4CAC C10C1, C1C+C13C+2C. COC+. C3CH+OC+
1C0, C++C+/ C1+C01C+- C11C1- C, C+, C1/ C+3J?

>)G S VH4W && Ql 1/ C+3C. C+/ C+1C+4C+- C1+C13C2C1- C1C+, C10C0C+OC- AC+
Cl4C Co, C1. C+. C+2C11001C12C++C3C, C, J?

>)G S V+3W && Ql O0CLC+0C11C, CO1Cl1. C+, C+C. C++C+3C+4C- CACL2ClL, C+2C1+
C2C0, C3C/ C+/ C14C+1C+- C1/ C1- C13C+. C10J?

>GS V+-W && QI  +4Cl14Cl/ C4C12C10C0, C+- C1, COC+3C++C+1C, C- ¢/ C1+Cl1C
+0C1- CG+2CQ01C. C+/ Cl1. C1C+. C2C3C+, C13CH+J?

> GS V+H/ W &&Ql 1-Cl1, C11C1+C+2C+4C+C+0C3C13C/ C+- CACO1C+. C2C10C+/ C
0C- C12C+1C. C14Q0, C+, C++C+3C1. C1/ C1C, J?

>)GS V+. W &&Ql  12C+, C1. AC+HOC+CQOC- C+1C1, C1C+2C14C. C+. C++C, C+3C/ C
2C1+C+/ C+- C1- CO, C11C+4C1/ C01C3C13C10J?

>GS VO, W &&Ql +-C+ C+3C+0C2C1+C1, C++C3C0, C12C, C14C10C/ C. C+. C- C+
1C+4C1- C+CACL/ COC13CL. C+, C+2C11C1C01J?

>)G S VOIW && QI 2C1. C+3C01C0, C12C14C+, C1C. C+. C++C0OC- C+0C13C+Cl, C1



- C3C11C+2C1+C1/ C+- C+/ C+4C] C+1CA4C10C, J?

& *& >)GS ?
P
*G%< $* < L =GS
><=GS && QIJ?
><=GS V,W &&QIlJ?
><=GS V,WMIW &&QI
4C, C1., C/3 J?
><=GS V,WOW &&QI
C130C13- C10+J?
><=GS V,WYW &&QlI
C+2. C.- C+1, J?
><=GS V,WM2W &&Ql
Cl13/ C+1-d. J?
><=GS V,W2W &&QI
+Cl1,2 C/+ C1l+- J?
><=GS V,W¥YW &&QlI
1C3+C3C11/ C/0 J?
><=GS V,WBW &&QI

C+,, C2+C1+0J?

><=GS V,Wi+W &&Ql
+3C+0, C12/ C+2+J?

><=GS V,W\I, W &&Ql
2Cl1-4 C11, C. J?

><=GS V,WMW &&QI
04C1-/ C+0-J?

><=GS V,WYW &&QlI
C++C14C110C131J?

><=GS V,WM1W &&Ql
J C1-3 C++- C+4+7?

><=GS V,WWW &&QI
C++2C+,+ C+, C111J7

><=GS V,W\M4W &&Ql
+23C+0CL++Cl1// J?

><=GS V, WMOW &&Ql
, C+0/ C132C133J?

><=GS V,WHW &&QI
0C0. C14, C44C11477

><=GS VIW &&QIJ?

><=GS VIWM1W &&Ql
, C1, C4+C0- J?

><=GS VIWM4AW &&Ql
+,0 C1+/ C+12J?

><=GS VIWM+W && QI
, Cl-+ C/2 C+J?

><=GS VIWM, W &&Ql
C13+C+23C+2C+10J?

><=GS VIWVYW &&QI
40C12. C1-4 C247J7

><=GS VIWMW &&Ql
+,, C1/1 C3C1.3 J?

1J:

0+Cl1,+ Cl14. C10/ Cl1+, C1. C103C14- C33C.. C42C.0 C13
1C+22C12C112C1,1 C30C03C4. C102C+,/ Cl24C+,. CO/
+44C++1C2C1, C.3 C+++Cl1,. C+Cl123C1,0 C+03C/, C141
40C10. C11+C1/ C0C.2 C+12C1+1C1-2 C3, C-0 C2. C11-
+4C1/3 C++/ C+,3 C2/ C120C-3 C++4C1,4 CAC3- C1+4C1/
4/ C144C+14C1.3 C11C+20C1-1 C+42C1-- C+0. C1/0 C12
21C C+-Cl/4 C13, c3/ Cc1-, C1,3 Cc100C+,0 C1,, C, C1-
10Cl.+ C. CG1Cl1l./ C+,1 C+11C12. ¢ C1-+ C+0+C1-0 C
-2 Cl- C+. C14+C1+3Cl/. C4, C23C140C+13C+00C43C3
113C/4 CO1C4+C04C.4 C1+C122C3. C+2C13+Cl.- C2-C1
+1. C12, C31C/1 C12- C++3C// C+24C1+2Cl142C1/2 C+41
1/1 G+ C101C1.. C+,4 C+1C, C2, C1 C+02C13C1+. C1
14/ C+10C12+C+1+C+,- C+40Cl+/ C++. Cl.4 C+ C/ C34
+04C22C20C-4 C1.2 C+4, C143C1.0 C1.1 C10, C- C/ C
41C02CA- C+2/ CJ2 C+/ C++0Cl1/- C++, C24C+,2 C+21C0

+2, C+1/ C1-. C10- Cl1/, C+01C+2- C13. Cl11. CO- C1,- €0

+01C1,/ C4- C2/ C-+ Cl1+Cl,4 Cl14C1+1C0C143C1L.+ C
1-- C+03C4/ C++C11. C+22C13C14C C2, C1,. C103C1C
3+C- Cl1.2 C++3C113C1-0 CO/ C10- C1. C13/ C02C+1- C.
1/0 C1,0 C11- C/ C- C10, C+,+ C2C121C11/ C+24C+14
+0, C1,, C1.1 C+, C++0C4C43C+2, C+,2 C+11C10. C+13C

++, C104Cl+, C2+C+,1 CG1 C1./ C++4C/- Cl12, C1+C+04C



><=GS VIWMOW &&QI 132C0. C1-1 C21C1-3 C14, C1., C+0/ C+2. C0, C32C141
C. C122C/ C+1, J?

><=GS VIWBW &&Ql +1/Cl. C. C4 Cl02C11C41C4. C120C101C+02C14. C3
, C1-2 C-2 C12+J?

><=GS VIW2W &&Ql +++Cl13- Cl,- C+ C1+3C, C+1. C/0 C+,- Cl.- C++2C44C
-4 C112 C+44C10J7?

><=GS VIWVW &&QlI 1,3 C3-C/1 C23Cl4- CO C00C/, Co4Cl2C+,/ Cl123C3/ C
3C1,1 C1.0 J?

><=GS VIWMWW &&Ql +/ C+00Cl+. C+2- C+. C10+C1- C13. C1/. Cl1// Tl C++/ C
03C+21C+0+C131J?

><=GS VIWM2W &&Ql +41C+40C.- C+,. Cl+4C/+ C+4C++1C+1C+,3 Cl42C+42
C3. Cu/4 c1/ c. J?

><=GS VIWWW &&Ql 1/3 Cl-. Cl++C4, C144Cl1-, C-. C22Cl14+Cl+- C++. C+20
C1/, C130C1,2 C+0J?

><=GS VIWMW &&Ql 134C10/ C01C+3C1+2C+0. C+4, C140C13, C4 C+0-Cl1.4
C++- C110C/3 C1/2 J?

><=GS VIWWW &&Ql +,4 C+1+Cl11C42C12/ C+- Cl4/ CO+C+4+C3 Cl11, Cl2- C
.1 C1+0C1-/ C0J?

><=GS VIWVW &&Ql 1,+ C33C20C124C+2/ C31C2. C30C1/+ C133C100C+2+C1
/- C2- C.2 C34J7?

><=GS V+W &&QlJ?

><=GS V+WMOW &&QI 11- C110ClC12. C10, C1/, CO/ C+4AC, CAl C+42C-, C+,3
C2, Cl1. C10J7?

><=GS V+WM2W && QI +02C+- C131C13+C+C04C++, C31C++0CL.- C+41Cl10/ C
44C+0- C+22C13. J?

><=GS V+WWW &&Ql 120C0C11. C+13C3C1+1C132C20C12C+10C1-4 C/+ C.- C
134C1+2C10- J?

><=GS V+WM+W &&QI ++C+. C+2/ C2+C1-. C2Cl+- Cl4, C13- C+, C1/1 C1/2 C+
1C13, C1+. C1237J?

><=GS V+W¥W &&QI .Cl12- C+,0 C+,/ C+0C40C1++C+0/ C.2 C+2- G4 C/ C112C
1+C102C4J?

><=GS V+HWVW &&QlI +12C00C122C12/ C+14C11, C+++C1+4C1,1 C1,2 C1., C/
-Cl,/ G Cl13C+2+J?

><=GS V+W\M,W &&Ql 1+/ Cl30C+3C+,, C+1/ C/0 C+,2 C+21C14/ C++- Cl1+C1
/+ C1, C+2. C+03C140J7

><=GS V+WM1W &&QI .3 Cl/. C3 Cl01C41C++3C+00C++4C143C100C11C23C
02C/ CA2Cl1-+ J?

><=GS V+WVW &&Ql -2Cl/- Cl4C21C1// C+0. C+,4 CO. CO, C./ C0- C141C1+3
4, C+40C1.0 J?

><=GS V+HWVYW &&Ql -/ Cl24C.. C1/0 CO3Cl.4 C114C2. C.0 C4. C+2Cl14. C10.
C-+ C+1+C1- J?

><=GS V+WV¥W &&QlI 1, C113C1,0 C1/ Cl,- C+,1 C+0+C+,. C+0, C121C3, C1,
. C+20C2- C14- C+4+J?

><=GS V+WMW &&Ql 1,+ C01C1-1 C+1- C+11C3. C12, C2/ C1/4 C-0 C+/ C-1 C13
/ C111C0+C3- J?

><=GS V+W2W &&Ql 1.3 C22C30C142C+23C+4, C+,- Cl1.2 C+01C14+C4 C3/ C
+04C1-- C133C3+J?

><=GS V+WMW &&Ql -- C+ {4 Cl-, C1-3 C. Cl-/ Cl./ C++1C+l. C1+0Cl0+C
32C.1 C24C1,3 J?

><=GS V+WBW &&Ql -3C/, Cl04Cl.. Cl1-2 C+24C1,4 C+2, C4- C33CL03C43C.
, . d1 CA+J3?

><=GS V+WM4W &&Ql 34Cl144C++. C1-0 C++/ C+,+ CJ2 C1.1 Cl1+, C1/3 C+44C+
+2Cl.+ Cl1/ C12+C+1, J?



><=GS VOW &&QIJ?

><=GS VOWM1W &&Ql -/ C+l1.C10, C1,+ C+40C+41C1,0 C21C+11C11/ c34cCa/
1C1, C+2+C, C1,. J?

><=GS VOWVW &&QlI 0C1C1+3C1.1 C20C/, Cl10+C+1/ C+0/ C1,2 Cl1- C-3 C++2C
33C12. C4+J?

><=GS VOW2W &&QIl 11. C+4C++C++. C24C.0 C+12C+2- C124C+. C1/4 CA4, C+,
. C+C1+0C+1- J?

><=GS VOWBW &&QI 1./ C+23C1/2 Cl1/+ C144C101C++4C142C104C+,1 C100C
44C+,0 C++/ C+02C2J?

><=GS VOWMW &&Ql 4-Cl1+C02Cl.. G2 C3 Cl/- C+2. C. C- C+4+CACH+,/ C
1,4 C13+C/. J?

><=GS VOWM4W &&Ql 01C2+C3C30C- C1/C1/0 C+,4 C11C1-0 Cl1.- Cco4C2-C1
3/ C+,2 C+,, J?

><=GS VOWVW &&QI 1+4Cl113Cl++C/+ C+2/ C-C+,- Cl4/ C12, C1-/ C1-3C/l0 C
3- Cl.+ C102¢C4/ J?

><=GS VOWMW &&Ql +3C13C/ C+ CO- /2 C+22C1+2C+21C+0. C+, C14+C+03C
133C.. C+1, J?

><=GS VOWM2W &&Ql 1+/ C3.C1/3 C1+1C-, C+20C++, C40C. C110C+04C103C
1+, C1C11, C- J?

><=GS VOWV¥W &&Ql 1.0 C1Cl22C1+C1-. C4 C03C10/ C+0C1,/ C1. C1/. C+/
Cl4C+ C14. J?

><=GS VOWWW &&Ql +44C121C/4 C+4, CO/ C.2 C112C0, C2/ C4. C1,- CO C42C
10C10. C1437J?

><=GS VOWMW &&Ql ./ Cl2C13, C1+- C++1C1.2 C130C123C1-2 C41C+2, C+0+
Cl2- cooci-, C1-4 J?

><=GS VOWM,W &&Ql /1Cl.4 C31C2, Cl4- C++3C+01C+1C+00C134C/3 C43C+
++C1/| Cl C+-J?

><=GS VOWMOW &&Ql 1.3 Cl1- Cl4, C13- C+24C+1+Cl1-- C3+C+14C+10C+2C1
+. C132C+0- C1., C+13J?

><=GS VOwWM+W &&Ql 114C1,, Cl2/C1,1C, C1,3 CO+C+,3 C120C10- C1/, C+
+0C3, C141C131C0. J?

><=GS VOWVW &&QI 22C+42Cl111C13. C+0, C1-+ C3/ C140C1-1 C23C+,+ C2. C
++- C-4 C12+C32J?

& *& ><=GS ?
P
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